This paper proposes a new robust 3-D object blind watermarking method using constraints in the spectral domain. Mesh watermarking in spectral domain has the property of spreading the information in unpredictable ways, thus increasing the security of the watermark. In the proposed method, firstly, the Laplacian matrix of the graphical object mesh is eigen-decomposed. The coefficients corresponding to the higher spectra are split into sets and each set is used for embedding one bit. A bit of 1 is embedded by introducing an asymmetry in the 3-D distribution of the spectral coefficients from the given set, while the distribution symmetry is enforced in the case when embedding a bit of 0. The Principal Component Analysis (PCA) is used for embedding the constraints in the spectral domain by ensuring a minimal distortion. Comparison results are provided for various attacks.
INTRODUCTION
Digital watermarking aims to embed information into the digital data without introducing perceptible distortions. Moreover, the watermark should robust to the processing of the watermarked media. From the practical point of view a watermarking method should be blind, i.e. we should be able to retrieve the watermark without the need of the original media in the detection stage.
During the last decade, various 3-D watermarking methods have been developed. Most of the robust blind methods developed so far are in the spatial domain [1, 2, 3] . The method proposed in [3] extends the approach from [2] by considering bins of vertex norms (distances from the object center to the vertex) in spherical coordinates. This method works on the assumption that each vertex norm bin corresponds to a uniform distribution. Methods in the transform domain include those using wavelets as well as those in the spectral domain [4, 5] . The spectral domain results from the eigendecomposition of the Laplacian matrix for a given mesh. The resulting spectral coefficients consist of a unique representation corresponding to a given mesh. The spectral decomposition is reversible and the mesh can be entirely reconstructed from the spectral coefficients. Spectral methods for mesh processing were firstly introduced by Karni and Gotsman [6] for mesh compression purpose. Ohbuchi [4] proposed a non-blind method to embed watermarks in the spectral domain based on Karni's analysis. Lavoue et al. [7] and Cotting et al. [8] improved Ohbuchi's algorithm for subdivision mesh and point sampling distributions, respectively. All these algorithms use the low-frequency coefficients as the message carrier and are nonblind. Macq et al. [5, 9] proposed blind and robust spectral domain watermarking methods. Existing spectral domain algorithms are not that robust as the spatial domain algorithms.
The advantage of the spectral domain is that the watermark information is spread in such a way that it is very hard to determine the presence of the watermark thus increasing its security. In this paper we propose a novel robust blind spectral watermarking algorithm which is based on embedding specific constraints in the distribution of the spectral coefficients. The constraints are enforced by the embedding function using the principal component analysis (PCA) of the spectral coefficients. The reminder of this paper is organized as follows. In Section 2 the spectral graph theory is briefly introduced, while Section 3 gives the details of the proposed watermark embedding and retrieving by analyzing spectral coefficients. The experimental results are provided in Section 4, while the conclusions of this study are drawn in Section 5.
SPECTRAL DECOMPOSITION OF MESH OBJECTS
A 3D mesh object is represented by a set of vertices {vi, i = 1, . . . , N}, and a set of faces characterizing the connectivity information. The Laplacian matrix L is calculated as the difference between the degree matrix and the adjacency matrix and has the following entries:
where |N (vi)| represents the degree (valence) of the vertex vi (the number of connectivities with neighbouring vertices vj ∈ N (vi)). The Laplacian matrix is eigen-decomposed as :
where Ω is a diagonal matrix containing the eigenvalues of the Laplacian, and E is a matrix containing its eigenvectors. The eigenvectors of L form an orthogonal basis and the associated eigenvalues are considered as frequencies. The spectrum is provided by the projections of each vertex coordinate on the directions defined by the basis function E. The spectral coefficients C are calculated as:
The transformation can be reversed as:
The low frequency coefficients occupy most of the energy of the object and correspond to large scale features. The high frequency coefficients correspond to the detail information [6] . In the proposed approach the watermark is embedded in the spectral coefficients corresponding to the middle and high frequency range because changes in the coeficients corresponding to the lower frequency range are likely to cause visible changes.
WATERMARKING USING PCA OF THE SPECTRAL COEFFICIENTS

Segmenting the spectral domain
Let us consider the spectral coefficients corresponding to the upper 85% frequencies. These coefficients are split into sets according to :
where Ci ∈ Bj denotes spectral coefficients ordered according to their increasing frequency, j = 1, . . . , B and n =
0.85N B
, where B represents the number of bits to be embedded.
Watermark Embedding
Each set of coefficients generated according to (5) forms a point cloud in 3D. The shape of the point cloud can be analyzed by using PCA. The mean and covariance matrix of each set of points are calculated as:
for n coefficients Ci ∈ Bj.
Decompose the covariance matrix Σj as:
where Λ is the diagonal matrix containing the eigenvalues {λ1, λ2, λ3} where we assume λ1 > λ2 > λ3. U is the transformation matrix whose columns are the eigenvectors of Σj. The eigenvalues {λ1, λ2, λ3} determine the extention (variance) of the point cloud along the axes defined by the eigenvectors. The cloud of 3-D points corresponding to Ci ∈ Bj is "squashed" when embedding a bit of 1 and "inflated" to a well defined sphere for a bit of 0, using :
where k ∈ {2, 3}. The watermark embedding method has three steps. Firstly, the point cloud of spectral coefficients corresponding to Ci ∈ Bj is rotated so that its axes coincide with the orthogonal axes defined by the eigenvectors: Di = CiU (10) such that the variances along the three axes will not be correlated. Secondly, the variance along the second and third axis is changed without affecting the variance corresponding to the largest eigenvalue :D
where k ∈ {2, 3}, λ1 is the largest variance andD k represents the modified component of the coefficient vector after embedding the watermark. For embedding a '1' bit, K is set to be larger than 1, and for embedding a '0' bit, K is set to be 1. As shown in Figure 1 , the shape of the coefficients cloud mimic the shape of a bit of 0 or 1, respectively. The watermarked spectral coefficients are reconstructed as:
The watermarked object is obtained by applying the reverse transformation in equation (4) 
Watermark Extraction
The proposed spectral PCA watermarking detection stage doesn't require the original object for retrieving the watermark. First of all, the spectral coefficients are extracted as explained in the previous section. Then, the coefficients for each bin are grouped according to (5) . Finally, we calculate the ratio between the largest variance and the smallest variance of the point cloud formed by the watermarked coefficients and retrieve the information bit as :
where T is a threshold which depends on the embedding level K.
EXPERIMENTAL RESULTS
The proposed algorithm has been applied to several 3-D graphical objects. The original 3-D shapes used for the experiments are displayed as follows : Bunny in Fig. 2(a) , Dragon in Fig. 2(b) and Cow in Fig. 3(a) . These graphical objects are characterized by : Bunny (1889 vertices, 3851 faces), Dragon (5205 vertices, 11102 faces) and Cow (2903 vertices 5804 faces). The same graphical objects watermarked using the method described in this paper are provided in Fig. 4(a) , Fig. 4(b) and Fig. 3(b) , respectively. In order to illustrate the distortion at the spectral coefficient level, a set of spectral coefficients is shown before and after the watermarking in Fig. 5(a) and Fig. 5(b) , respectively. The effect of PCA based constraint on the spectral coefficients is evident. For comparison we consider the variance shift method proposed by Cho et al. [3] . This 3-D watermarking method changes the variance σ 2 of each bin intoσ 2 = 1/3 + α for embedding a bit of 1 and asσ 2 = 1/3 − α for embedding a bit of 0, where α is a parameter controlling the watermark strength. Figs. 4(c) and 4(d) show Bunny and Dragon watermarked using the method from [3] . where N is the number of vertices from the given mesh and vi = (xi, yi, zi),vi = (xi,ŷi,ẑi) are the vertex coordinates before and after watermarking, respectively. Table 1 shows the distortion levels, measured using SNR between the watermarked 3-D shape, when varying K, and the original 3-D shape. Table 1 . Distortion produced by spectral PCA watermarking measured as Signal-to-Noise ratio as calculated using (14). Both methods are robust to geometrical transformations. For the noise attack we consider a uniform distribution of variable amplitude defined as:v
wherevi is the resulting vertex location after adding noise, p ∈ (0, 1) is the percentage of noise applied and M is a random normalized vector characterized by a uniform distribution. A(vi) is defined as:
where N (vi) represents the set of adjacent vertices for vi and |N (vi)| represents the degree (valence) for the vector vi. Watermarked Bunny and Dragon when considering noise with p = 0.3 are shown in Fig. 6 (a) and 6(b), respectively. The results when considering additive noise, according to (15) for both methods and for all three graphical objects are provided in Table 3 . Table 3 . Watermark detection after the watermarked 3-D graphical object is corrupted by noise when varying p in (15).
The smoothness attack is defined as:
where p is the percentage of smoothing level applied and |N (vi)| represents the degree (valence) for vi. A smoothed watermarked Dragon for p = 0.8 is shown in Fig. 6 (c). The watermark detection results after smoothing for all three graphical objects are provided in Table 4 . Watermark detection after the watermarked 3-D graphical object is smoothed when varying p in (17).
Mesh simplification is used for 3-D graphical object compression which is know to be a challenging attack for 3-D watermarking. We use the QSlim software [10] for mesh simplification. A simplified watermarked Dragon with 10 % is shown in Fig. 6(d) . The results when considering mesh simplification for both methods and for all three graphical objects are provided in Table 5 Table 5 . Watermark detection after the watermarked 3-D graphical objects are simplified using the QSlim algorithm [10] .
The results from Tables 3, 4 and 5 are evaluated as the average of the detection rates when embedding 50 different watermarks. All these tests show comparable robustness at various attacks for the proposed spectral PCA and Cho et al. methods. However, according to the results from Tables 1 and 2 the distortion in the spectral PCA method is lower than that in the Cho et al. method for the chosen parameters K and α, respectively. In addition, Cho et al. method, depends on specific object properties and provides better results for certain object shapes than for others while requiring an accurate location for the object center. In the simplification test, for the Cow object this method performs poorer when compared with its performance on the other two objects. On the other hand, spectral PCA algorithm performs consistently in all tests.
CONCLUSION
This paper proposes a new robust 3-D mesh blind watermarking algorithm using PCA constraints in the spectral domain. The spherical symmetry of chosen sets of spectral coefficients is enforced for embedding a bit of zero while the asymmetry is enforced for embedding a bit of one. Extensive experimental results are performed when varying specific robustness parameters and for various attacks. The experimental results show that the proposed spectral PCA method provides similar robustness results with the Cho et al. method while displaying a lower 3-D graphical distortion level. However, although theoretically the proposed method can be applied on any mesh, large matrix eigen-decomposition (more than 10,000 entries) is computationally infeasible. The future work will focus on adapting the proposed method for watermarking large meshes.
